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System Audit

TSplus Advanced Security offers a System Audit located on the AdminTool dashboard.

Theicon on the System Audit button turns red when an issue has been found. Please review them carefully.
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A new feature is available! x
Keep your machine protected against known threats such as on-line attacks, on-line service abuse, malwares, botnets and other
cybercrime activities with the Hacker IP Protection. Support and Updates Services subscription is required.

There is no event ta display at this time. Why not trying one of the available security feature?

(%) system audit - 2 issues found on 5/23/2022 11:05:05 PM
@ Version 6.3.5.23 - You are using the latest version @ Read changelog

@ Trial License 15 days

When you click on the system audit tile, you can see that it monitors:

TSplus Advanced Security serviceisrunning.

TSplus Advanced Security has access to the internet and is allowed to check for updates.

TSplus Advanced Security main programs exist.

Windows Firewall is enabled. This audit rule is not checked should Advanced Security be configured to use the
built-in firewall.
Logging is disabled.
Windows minimum password length is greater than zero.
Guest account is disabled.
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W TSplus Advanced Security - System audit X

\/ Success - Service TSplus-Security should be running

\/ Success - You should allow TSplus Advanced Security to access Internet to check for updates
\/ Success - TSplus Advanced Security main programs should all exist

\/ Success - Windows Firewall should be enabled

\/ Success - Logging should be disabled in production use

\/ success - Minimum Password Length must be greater than zero

V/ Success - Guest account should be disabled

System audit - Latest check on 10/21/2019 T:3%:36 PM Run system audit

Fixing Minimum Password Length issue

The Minimum Password Length audit ruleisimplemented to alert administrators that an account may not have a
password, which make intrusion very likely to happen in case the machine is facing the internet.

W TSplus Advanced Security - System audit X

\/ Success - Service Tsplus-Security should be running

\/ Success - You should allow TSplus Advanced Security to access Internet to check for updates
\/ Success - TSplus Advanced Security main programs should all exist

\/ Success - Windows Firewall should be enabled

\/ Success - Logging should be disabled in production use

AW’aming - Minimum Password Length must be greater than zero

V/ Success - Guest account should be disabled

System audit - Latest check on 10/21/2019 7:39:36 PM Run system audit

Please modify the minimum password length on your server, under Local Policy/Account Policies/Password Palicy, to fix
this major security issue:
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i Security Settings Policy Security Setting
v f\_;c:unt po:c;sl_ /s Enforce password history 0 passwords remembered
4 Password Policy m -
5 Maximum password age 0
» [ Account Lockout Policy lim . P 9

"4 Local Policies Minimum password age 0 days
» O TR
» [ Windows Firewall with Advanced Security T:Rl Minimurn password length - - O characters I

[ Network List Manager Policies 125 Password must meet complexity requirements Enabled

[ Public Key Policies \/is| Store passwords using reversible encryption Disabled

| Software Restriction Policies

|1 Application Control Policies

g IP Security Policies on Local Computer
[ Advanced Audit Policy Configuration
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