IS REMOTESURPPORT TSplus Remote Support - Documentation

TSplus Remote Support
Documentation

Table of Contents

Planning and Managing T Splus Remote Support

o Get Started with TSplus Remote Support
e Pre-requisites

o |nstalation

e Activating your license

© TSplus - www.tsplus.net 1



S REMOTE TSplus Remote Support - Documentation

o Updating T Splus Remote Support
e Change your Administrator password
o |nstallation over TSplus Remote Access

# Using TSplus Remote Support

Product Overview
Administrator Web Console
Agent Web Console

End User Interface

Agent Interface

¢ Settings

e Administrator Settings - Email

e Administrator Settings - Server

e Administrator Settings - Customization
e Administrator Settings - Advanced

@ Frequently Asked Questions

e Administrator Password L ost

© TSplus - www.tsplus.net 2



JRREMOTE TSplus Remote Support - Documentation

Get Started with TSplus Remote Support

Step 1. Installing T Splus Remote Support on your computer

Installation is straightforward.

Just run Setup- T Splus-RemoteSupport.exe on the Windows machine you've chosen to use as the Remote Support Server.

Files are decompressed and copied into the folder: "C:\Program Files\RemoteSupport".
The Remote Support trial isafully featured version limited to 15 days with 5 Agents.

After the installation, there will be a new icon on your Desktop:

Step 2: Using T Splus Remote Support

The T Splus Remote Support interface is now ready to launch and configure.

e Start by configuring your Administrator password.
e Then, create additional Agents accounts on the Web Console.
¢ You might want to customize the product to fit your corporate branding.

Don't forget to activate your license and to update to the latest version! TSplus provides regular updates and feature
additionsfor all their products.

© TSplus - www.tsplus.net


https://dl-files.com/data/Setup-TSplus-RemoteSupport.exe
/remote-support/product-overview
/remote-support/web-console-administrator
/remote-support/settings-administrator-customization
/remote-support/activating-your-license
/remote-support/updating

JRREMOTE TSplus Remote Support - Documentation

Pre-requisites

Hardware Requirements

TSplus Remote Support Client runs on both 32 and 64-bit editions of Windows computers.

TSplus Remote Support Server may only be installed on 64-bits editions of Windows computers.

Operating System

TSplus Remote Support is compatible with the following OS:

Windows 7 Service Pack 1

Windows 8/8.1

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Dependencies

TSplus Remote Support requires NET Framework to be installed on the computer.
The minimum version supported is .NET Framework 4.5.2.

If the NET Framework is not installed on the computer, TSplus Remote Support setup program will try to download and
install it.
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|nstallation

Installation is straightforward. Just run the TSplus Remote Support setup program on the Windows machine you've
chosen to use as the Remote Support Server.

Please note that you must run this Setup as an Administrator. But don't worry, Windows will notify you and ask for your
agreement.

Welcome

Please close any other running programs and click Next.

& Setup - TSplus Remote Support — P

Welcome to the TSplus Remote
Support Setup Wizard

This will install TSplus Remote Support version 0.1.4.26 on
your computer.

It is recommended that you close all other applications
before continuing.

Click Next to continue, or Cancel to exit Setup.

Mext = Cancel

License Agreement

Click on "Next" to agree to the license.
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& Setup - TSplus Remote Support -

License Agreement
Flease read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

[rSplus Remote Support license agreement N

Software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on

you and TSplus Remote Support. If you do not agree with these terms and
conditions, or do not want them to be binding on you, you should promptly

return the package unopened for a full refund or delete the downloaded

software from any storage medium that it is stored on. W

() 1 accept the agreement
(@) 1 do not accept the agreement

< Back Next > Cancel

Port Configuration

By default, the Remote Support Server listens on port 443, which is the standard HTTPS secured web port.

We recommend to keep using this port.

© TSplus - www.tsplus.net 6
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& Setup - TSplus Remote Support — e

Configuration
Flease set the relay server port.

Set the HTTPS port used by the server to communicate between clients.
You will also connect to the web portal using this port.

Relay port (HTTPS): |IZE

< Back Mext = Cancel

By default, the Remote Support web server is configured to use the standard HTTPS port number (443). However, if
another web server is already active on this system (11S for example) the TSplus built-in web server will experience a port
number conflict.

The easy solution is to change these default values (4430 for example) during setup in this case.

Domain Configuration

Y ou can skip this step if you plan on using TSplus Remote Support without any domain name.

We recommend setting a domain name or subdomain name which resolves to the computer you are installing TSplus
Remote Support on. Please contact your System Administrator / I'T Department if you need help on configuring this
domain name - you can test T Splus Remote Support right now by using " localhost" asthe domain.

© TSplus - www.tsplus.net 7



TS REMOTESURPPORT TSplus Remote Support - Documentation

& Setup - TSplus Remote Support - *
Configuration

Flease complete these information so that we can generate your certificate, or
provide your own one.

What domain name will you use?

Domain name: | remotesupport.demo.com

(@ Automatically generate a certificate

Domain administrator email: 2dmin@mycompany.com

O Use my own certificate

To configure TSplus Remote Support for access using an internet domain name, enter the domain name here and choose
which kind of Security Certificate you would like to use, afree certificate generated within Remote Support, or a paid
Certificate purchased from a Certificate Authority.

Y ou may aso configure your Domain after installation from the Remote Support Web Console.

Install with Free Certificate

Free Certificate is provided by Let's Encrypt and requires port 80 to be open and available to validate your domain
ownership.

© TSplus - www.tsplus.net 8
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‘;. Setup - TSplus Remote Support - X

Ready to Install

Setup is now ready to beqin installing TSplus Remote Support on your
computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

You chose to configure a domain for this TSplus Remote Support Server.
Domain name: remotesupport.demo.com

You chose to autornatically generate a certificate.
Domain administrator email: admin@demo.com.
TSplus Remote Support will listen to port 80 in order to validate the domain ant
Please make sure to forward port 80 so that Certificate Authority can validate y

TSplus Remote Support Web Portal will be accessible using the port 443.
Mote: the port used as well as the domain and certificate used by the server ca

Flease make sure to forward port 443 so that customers can access and conne:

£ 2

T e

Ready toinstall

Confirm your settings and click Install to continue.
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l!:. Setup - TSplus Remote Support -

Ready to Install

Setup is now ready to begin installing TSplus Remote Support on your
computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

You chose not to configure @ domain for this TSplus Remote Support Server.

TSplus Remote Support Web Portal will be accessible using the port 443.
Note: the port used as well as the domain and certificate used by the server cal

Flease make sure to forward port 443 so that customers can access and connes

Congratulations!

Y our TSplus Remote Support Server installation is complete.
Click Finish to open the Remote Support Web Console and start creating Agent accounts!

Thefreetria version isfully featured for 15 dayswith 5 Agents.
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*;. Setup - TSplus Remote Support =

Completing the TSplus Remote
Support Setup Wizard

Setup has finished installing TSplus Remote Support on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

Open Remote Support Web Console
{http://localhost:9999)

Administrator Account Setup

Launch TSplus Remote Support by clicking on the shortcut created on your desktop.
The next step is to configure your Remote Support Administrator account.

Enter your Administrator information and click ‘Register.

© TSplus - www.tsplus.net 11
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3 x o+ e - o o
C O localhost3999/Setup Finalize o B *» @
]
A REMOTES OR Login

Finalizing installation..
We need to set up your first administrator account

Please fill in the required
information below.

Select Picture

Choose File | No file chosen

You'renow ready to confirm or adjust your server configuration, them jump in and start setting up agent
accounts and sharing Windows sessions.

Uninstall TSplus Remote Support

In order to completely uninstall TSplus Remote Support, go to "C:\Program Files\RemoteSupport" and run the
"unins000" application.

Click on yes on the next window to completely remove TSplus Remote Support and all of its components.

The software will be completely uninstalled from your machine.

© TSplus - www.tsplus.net 12
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Activating your license

Open the TSplus Remote Support interface and click on the License tab.
Then, click on the "Activate your License" button:

Remote Support Administration

Remote Support Administration

1 HomEe

@57 LICENSE

Open Remote Support Web Console

@57 Activate your License

English

In order to get your Activation Key, connect to our Licensing Portal and enter your Email Address and your Order

Number:

Download the Customer Portal User Guide for more information about how to use it.

Y our activation key will be displayed at the top of the dashboard:

Licensing Management App  Home  Oroers
| Your Sctivation Key is: NMAGR-
Application  Numérs de Série | Jours  Utilisateurs  Edition Mumeére de Date
Computer Commande

TEplus F30 - ] Enlerprise 11408 2020-HM-
27

TEplus FEE - 10 Enlemprise  JWT13 2019-05-
28

TEpIS P24 25 Entenprise  JWT18 2018-10-
1%

TEplus FEE 10 Enferprise  JWT17 201709
25

TEpls P2 - 5 Enfemprise  JWT18 201609
30

Suppon?

| Vor

i§ Vor

= vor

Logout

Actlons

© TSplus - www.tsplus.net
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Y ou can then enter this activation key and click on “Next” .

@3 License Activation

License Activation

Please enter your Activation Key:
[l

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help activating your license.

License Activation

Please select the license(s) you want o activate on this computer;
TSplus

[ TSplus Enterprise edition - 5 users
O No Updates/Support
O Update/Support services for TSplus Enterprise edition - 5 users - 3 years

TSplus Advanced Security
[ TSplus Advanced Security Ultimate edition
The licenses listed above are all the licenses currently available for activation on this computer.

If you have purchased mulliple units, only one will be displayed in this list for this computer, and you
will pe able to activate the other units on other computers.

€ Back MNext ¥

Check one or moreitems and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products/support!

© TSplus - www.tsplus.net
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License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
« Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ultimate edition

Thank you for your business!
You can now safely close this window.

Finish

All your products/support are now activated (in this example, both T Splus with support and TSplus Remote Support
have been activated at once).

License Status

(% Permanent license activated. - Enterprise edition - Unlimited users
Q’ Computer ID: 2222
_D_ Computer name: DESKTOP-F304H4!

EI_l End of support date: 5/14/2023

License Status

@57 License Activated - Ultimate Protection edition
@ COMPUTERID 2222/

@ Computer name: DESKTOP-F304H41

Refresh your License Data by clicking on the corresponding button, it will synchronize information with our Licensing
Portal:

@53 Activate your License

1':) Refresh your License

© TSplus - www.tsplus.net 15
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License hod

License has been synchronized with licensing portal

0K

Thank you for choosing TSplus Remote Support!
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Updating TSplus Remote Support

Updating TSplus Remote Support is easy and can be done by clicking on the corresponding tile on the Home Dashboard
of the Licensing program:

Remote Support Administration

Remote Support Administration

1 HomEe

@57 LICENSE

Open Remote Support Web Console

@ Version 1.10.4.30 - New version available, click here to upgrade to 1.10.5.7

(@)  valid Permanent License (10 Users)

() suppoert and Updates Services end date: 2024.05.07

English

TSplus Remote Support automatically downloads and applies its update program when requested.

The update program is designed to continuously improve all T Splus Remote Support functionalities and keep your
current TSplus Remote Support settings safe.

© TSplus - www.tsplus.net

17



TS REMOTE TSplus Remote Support - Documentation

Change your Administrator password

Y ou can change your Administrator password directly by clicking on the corresponding tile on the Home Dashboard of
the Administration program:

Updating TSplus Remote Support is easy and can be done by clicking on the corresponding tile on the Home Dashboard
of the Licensing program:

TSplus Remate Support Administration

TSplus Remote Support Administration

i HoMmE
(@5 LICENSE

Open TSplus Remote Support Web Console

S

Change your TSplus Remote Support Administrator Password

(£)  Version 2.10.11.3 - You are using the latest version

@ Trial License 15 days (5 Users)

English -

Once clicked, the web console will open. Simply fill in the password field with a new password and confirm your
password, then click on "Save".

Help Admin Settings Agent Accounts Session Logs Remote Sessions Remote Computers ‘ Hello Administrator! =

Change your Administrator Account Password

Username

Administrator

Password

Confirm password

| Save |

© TSplus - www.tsplus.net
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Installation over T Splus Remote Access

If you have installed TSplus Remote Support alongside TSplus Remote A ccess on the same machine and want to use the
automatic certificate generation, you will need on:

TSplus Remote Access to:

¢ Have TSplus Remote Access use port 80 for HTTP
o Configure the TSplus Remote Access certificate

TSplus Remote Support to:

¢ Configure the domain name and domain administrator email
e Check "Auto generate SSL/TLS certificate"

e Save

¢ Restart the "TSplus Remote Support Relay" service

| mportant

Depending on the port used by TSplus Remote Access, web port conflicts may arise as only 1 program at atime can
listen on a given web port. As aresult, you will have to choose which program uses the default HTTPS port (443). By
default TSplus Remote Access will be on port 443 and TSplus Remote Support will select another port (491) when
detecting 443 is aready in use, so you will be able to access TSplus Remote Support at: https.//your-domain.com:491

If you need to change HTTPS ports on:
TSPlus Remote Access:

e Changeit from the AdminTool > WEB > Web Server > HTTPS
TSplus Remote Support:

e Changeit from the Web Portal Admin Settings > Server > Relay Port

Again, we recommend you keep TSplus Remote Access HTTP port set to 80 in order to alow both TSplus Remote
Access and TSplus Remote Support HTTPS certificate validation.

© TSplus - www.tsplus.net 19
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Product Overview

TSplus Remote Support in one sentence

T Splus Remote Support enables easy Windows Desktop Session Sharing for Support Agents to provide fast, effective
support to their End-Users, no matter where they are!

TRIREMOTESURPPORT

Web Console

EndEUSer Connection Relay

Support Agent(s)

= I -

Click on a link Quick installation Remote Control
Mo more code/pin On-premises Remote copy/paste
Customizable Client Data privacy Handle Multiple Monitors
End-to-end Encryption Computer Details
Perpetual License File sharing
Per-Agent pricing Messaging

Terminology and Architecture

The T Splus Remote Support Server can be installed on any modern Windows PC or Server.
The TSplus Remote Support Server is both your Web Console and Connection Relay.

It creates web-based Windows Desktop Session Sharing connections, with both Support Agents and End-Users
participating viatheir preferred web browser, seamlessly using the Remote Support Client.

Network

The Remote Support Server is usualy installed near your ISP's Router.

A NAT (Network Address Trandation) rule redirects the HTTPS ports (default value is port 443) from the externa 1P to
the LAN IP of your Remote Support Server.

In this configuration, your Remote Support Server is the only system exposed to Internet.

Remote Support also supports Public DNS (Domain Name Services) and CA or Self-Signed SSL/TL S Certificates.

© TSplus - www.tsplus.net 20
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Administrator Web Console

Overview

Once logged in, the Administrator is greeted by a simple set of menus that gives them full control over the support
environment.

x 4+ o o *
© C O kocathont o B oxE :
I ——

REMOTE Admin Settings Agent Accounts Remate Computers

Welcome to TSplus Remote Support

Administrator Settings

The first menu item is Admin Settings, these settings are detailled in the Settings > Administrator Settings chapters of
this documentation.

Agent Accounts

The second menu item is Agent Accounts.

From this screen, the administrator can add, delete or edit agent accounts.

© TSplus - www.tsplus.net 22
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Manage Vour Agents - Tigha B X | 4 o - o x
“ & @ looalhost S99 Agents o O W @ H
]
15 REMOTESURPPORT AdminSetings  Agent Accourts Remots Computers
Manage Your Agents

Add New Agent || Delete Selected Agent

Doubde-click an a coff to wdit its confent

Shaw 10 v emries Search
Picture Username Email First name Last namae Title Shug
[ Rodney rodneymekayiVi@gmail.com Fodney MicKay Birectar of IT racney
Shawing 1 to 1 of 1 entries Previous | 1 | Hest

T5plus Remote Suppost

Let'sclick on Add New Agent to set the first one up.

Maruge Vour Agendts - Tiphn B ¥ 4 e = 0 =
& C @ localhast 599 fgents wan b @

Add a new agent

Usernama

Davvid

First name:

Did

Select picture: | Choose File | Mo file chosen

Simply fill in the agent information and click ‘Add'.
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Vour Ageres - Tipha fx X | o e - O <
€ @ O locahosta0usAgents - a % b a@ :
1% REMOTESUPPORT Admin Settings  Agent Accounts  Remote Computers | Hello Rodosyl =

Manage Your Agents

Shaw 10 % enlried Search
Picture Username Email First e Last mame Title Shug
[ Hadnay sodneymaiany iV gmail com Rdney Mackay Diractoe of 1T rodney
[ David davidefford@gmailcom Danvid Telford Suppon Enginesr  darvid
Showing 1 1o 2 of 2 entries Primiins | 1

Y our new agent is now ready to go.

Remote Computers

The third menu item is Remote Computers.

This page is also available to Support Agents and is detailled in the Agent I nterface chapter of this documentation.

© TSplus - www.tsplus.net 24
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Agent Web Console

Overview

Oncelogged in, Agents are greeted by alist of available Remote Sessions with End-Users, as well as an easy way to

create a custom link and invite End-Users to share their Remote Computer.

Session Logs Remote Sessions

Share Sessions with your End-Users [ reres |

Show all sessions

No session currently available.

Available Remote Support sessions will be displayed after session sharing is started by the end-user.

Create your Remote Support session sharing
link

http://172.29.80.1:9999/share/with/rodney

Send this link to your End-User. Once they click on it, a new Remote Support Session will be available.
Please use a unique link for each end-user so they do not share the same session.

Remote Computers Hello Rodney! ~

Share a connection ID

Customize your link Share your link to your End-User

Name: John Doe & Send via email
Ticket: 12345 ) Copy

Agents can a so customize their own account settings from the 'Hello, Agent Name' button then 'Settings' menu item on

the top right corner of the page.

Remote Sessions

Send alink

Each Support Agent has a custom link that is sent to the end user.

Create your Remote Support session sharing
link

http://172.29.80.1:9999/share/with/rodney

Send this link to your End-User. Once they click on it, a new Remote Support Session will be available.

Please use a unique link for each end-user so they do not share the same session.

Share a connection ID

© TSplus - www.tsplus.net
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Customizethelink

Information such as support ticket number and end-user name can be quickly embedded in the link.

Agent can also shorten the URL if needed using the 'Shorten' button.

Customize your link

Mame: Jlohn Doe
Ticket: 12345
¥ Shorten

Sending options

Agent can send the link viaemail or simply copy it using the buttons of the section below.

Share your link to your End-User

‘ 4 Send via email ‘

‘ Ol Copy ‘

Thelink system

Each link matches with a specific session.

This means each agent will need to customize his agent link to generate a new session as soon as the end-user sharing his
session changes.

If an agent share the same exact link to multiple end-users, they will all end in the same session and won't be able to
sharetheir screen at the sametime.

Send a connection 1D

Agent can aso send a connection ID instead to the end user.

Connection ID is a6 digits code to be entered by the end user after having manually started the Remote Support client.

© TSplus - www.tsplus.net 26
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Share a connection ID Share a link

378801 < Refresh ‘

Send this connection 1D to your End-User. Once entered in the Remote Support Client
on their side, 2 new Remote Support Session will be available.

To generate a connection 1D, the agent will need to go to the 'Share a connection D' section by clicking on the button
with the same name.

Create your Remote Support session Share a connection ID
sharing link '

https://remotesupport.tsplus.net/share/with/rodney

Send thic link tn vnur Fad-llcar Oince thev click an it a new Remnta Siinnart Saccinn will ha available

Available Connections

When the End User has clicked on the link and is ready for connection, their information will appear in the support
Agent'sinterface.

Simply click 'Connect’ to begin the Remote Support session.

Share Sessions with your End-Users

Refresh |

Show all sessions |

Date Name Ticket Action

2021/10/12 15:17 John 4562 7 | Connect

Join a session owned by an other support agent

By default, the agent only see the sessions currently being shared, which have been created using his agent URL.

Asaresult, in order to see and join other sessions, the agent will need to click on the 'Show all sessions' button.

Show all session

L]

Remote Computers

Each agent has access to the list of available unattended computers.

Three actions are available on computers: connect, open a command prompt and remove.
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Unattended computers can be organized using groups and quickly find using the search bar.

Unattended Remote Support

Add new group

=
4« O Marketing
E  Office_1

Office_2

B K

Office_3

R

Office_4

2]

Office_5

Add this computer to the Unattended Access list

This computer needs to be accessible anytime once started?
If it is not already registered in the list, click on this button to add your computer to Unattended Access.

Add this computer

Note: you are currently navigating on the web portal using your localhost address and no domain is currently set.
As a result the relay server private IP will be used to configure this machine unattended settings.

Add an End-user computer to the Unattended Access list

Send the following URL to the End-user. Once they click on it and agree to the changes, their computer will be added to the Unattended access list.
Note: The link expires after 48 hours.

http://172.29.80.1:9999/u/86403a8¢c Send via emai

[l Copy ]

Access the unattended machine

When amachine is available, thisicon will be used.

When amachineis unavailable, thisicon will be used.

(E3]

Send command line

The agent will also be able to send CLI commands through the web command prompt linked to the machine by clicking
on the 'Open a Command Prompt' button.

Note: Depending on the browser you are using, you may be limited to a certain number of command prompts open at the
sametime. If you need to go over this limitation, you will need to open a different browser.
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Known limitations:

e Chromeversion 92: 5
e Firefox version91: 5
e Edge (chromium) version 92: 5

Open Command Prompt

Remove a computer

The agent can delete a computer from the unattended computer list, and make it unavailable as well, by clicking on the
'Remove’ button Note: To see the machine again, the agent will need to enable unattended access again using the setup

process in the web-console or end-user link.
‘ Remove ‘

Organise the unattended computers

Support agent can create groups to organize configured unattended computers.

Computer and groups can be simply moved from one group to another using drag and drop.

Add a new group

To add anew group, click on'Add new group', then give the created group a name and press 'Enter'.

Add new group

Rename an existing group

To rename an existing, select the group by clicking onit, then click on 'Rename.

Delete an existing group

To delete an existing, select the group by clicking on it, then click on 'Remove'.

‘ Remove ‘

© TSplus - www.tsplus.net
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Sear ch groups or computers

To search for groups or computers, a search bar is available.

Matching results will dynamically appear as you type.

Add Unattended Computers

The agent can add a computer to the unattended computer list in multiple ways.
Add this computer

The agent can add the computer he is currently using to the unattended computer list and make it available by clicking
on the 'Add this computer' button. The agent will be prompted to run the Remote Support setup.

Add this computer

Add an End-User Computer

A URL specific to each agent is available to make Unattended Access configuration easy and user-friendly using a
simple web page.

The agent will be able to copy the link using the Copy button next to the URL displayed.

Note: this URL expires after 48 hours. After that another URL should be displayed and used by the agent.

Add an End-user computer to the Unattended Access list

Send the following URL to the End-user. Once they click on it and agree to the changes, their computer will be added to the Unattended access list.
Note: The link expires after 48 hours.

http://172.21.0.1:9999/u/2401396d “I Copy

Once the URL has been clicked and the page displayed, the customer will be able to enable unattended access by
clicking on the 'Allow’ button.

Note: enabling unattended access requires admin privileges. A privilege elevation prompt will display if the current user
does not have these.
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Help

Allow Unattended Access for your Support
Team

Benjamin would like to have unattended access to this computer.

Benjamin
c . Software Developer Please click the button below to give your support agents access to your PC
when you aren't there to get them logged in

Add a computer using command line

If you need to enable unattended access on multiple computers, this can be done using the command line interface.
The Remote Support Client Setup file,' RemoteSupport.exe' can be found here.

The arguments to use are the following (arguments must be separated by a space):
o /createcomputer

¢ /username [ supportagentuser name]
For example: /username "rodney"

o /password [ supportagentpassword]
For example: /password "myoverlynotcomplicatedbutverylongpasswordsothatnoonefindit"

o /relayurl
For example: /relayurl "remotesupport.mycompany.com’

o /relayport
For example: /relayport "443"

A complete example: to register the current machine as unattended to the server remotesupport.mycompany.com you
may USe:

© TSplus - www.tsplus.net
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Remove a computer

The agent can delete a computer from the unattended computer list, and make it unavailable as well, by clicking on the
"Remove" button.

Note: To see the machine again, the agent will need to enable unattended access again using the setup processin the
web-console or end-user link.

‘ Remove ‘

Changethe visibility of a computer

The visility of acomputer can be changed from the agent only to everyone using the button ‘Change visihility to
everyone'. By default, when the computer is added, the visibility of acomputer is restricted to its owner. The owner of
the computer refers to the agent who shared his custom URL, which has been used to add the computer to the unattended
computer list.

Note: only the owner of the computer can change its visibility.

Make visible to everyone

Session L ogs

Once Remote Support Sessions end, they are automatically recorded in the 'Session Logs' section.

Session Logs Remote Sessions Remote Computers Hello Rodney! ~

Keep track of your session logs

Dates are in Coordinated Universal Time (UTC)

Double-click on the customer name, ticket or comment field to edit their content

Show | 10 ~|entries | Exportto csv Search:

Duration (in Computer Customer

Started at Ended at Ticket Agents Comment
seconds) Name Name
10/12/2021 10/12/2021
712/ nes 320 Jehn 4562 Rodney Brown
1:41:03 PM 1:46:23 PM

1 | Next

Showing 1 to 1 of 1 entries Previous

The table can be exported to csv using the button 'Export to csv'.
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Export to csv

Agent Account Settings

Agents can customize their own account settings by clicking on the 'Hello, Agent Name' button on the top right corner of
the page and then clicking on the 'Settings' menu item.

Profile

Agents can edit their name, email and title from a simple account management page.

Remote Computers Hello David! ~

Settings

Manage your account Log out
Change your account settings

Password Email

davidtelford@gmail.com ’\

First Name

David

Last Name

Telford

Title

Support Engineer

Slug

david

Select Picture Choisir un fichier | Aucun fichier choisi
Save

Password

Agents can change their password from a standard password management page.
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Manage your account
Change your account settings

Profile Change password

New password

Confirm new password

Update password

Remote Computers Hello David! ¥
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End-User Interface

Overview

An End-User will receive a custom link from a Support Agent.

Recalve alink

After clicking on the link, the End-User will be prompted to install the TSplus Remote Support Client.

http://192.168.100.166:9999 wants to open this application.

Open RemoteSupport

Rodney
,\ Director of IT

again.

Share your Screen - Tsplus Rem: X 4 o - o X
< C A Notsecure 192.168.100.166:9999/share/with/rodney/name/David * B ow@ :
| [

ARREMOTESURPRPORT

=3
Shal’e YUUT OCTTTIT VYL |\Odney

Rodney would like to begin a Remote Support session to assist you.

Launching Remote Support
Share your screen 9 pp
If nothing happens, download Remote Support and try

End-User connection screen

Once the End-User has installed the TSplus Remote Support Client and agreed to allow the connection, they will see the

Support Agent chat box appear on their screen.

The chat box enables text communication and file sharing between the Agent and End-User.

Please note that closing the chat box will end the Remote Support Session.

© TSplus - www.tsplus.net
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Share your Screen - 15plus Reme X +

€ > A Motsecure 192.768.100.166:299%/share/with/rodney/name/David

IS REMOTESURRPORT

TSplus RemoteSupport - c x

Share your screen with Rod* REMOTE=PPerT

(10:37 AM) Establishing connection...
(10:37 AM) Connected to relay server
(10:37 AM) David has joined the room

Radney would like to begin a Remote Supporl session to ass

Rodney

’.“ Directar of IT . - Launching Remote Su
Share your screen
If nothing happens, downlog

again.

h!’Da YOUr 1 here. .
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Agent Interface

Overview

Once the End-User has installed the TSplus Remote Support Client and agreed to allow the connection, the Support
Agent can connect to this Remote Support Session from his Agent Web Console

e ¥ 4 @ - 8 X

& C A Netsecure  192.168.100.166.959%/ Sessiars O

Remcte Computins

Share Sessions with your End-Users [ s«

Date Mame Tieket Action

2021/05/05 0a:38 Dawvid

Embed End-Users information in your link:

hitpy//192.168.100.166:3999/ share/with/rodney Cop Mame
Send this link to your End-User. Once they click on it, a new Remote Support Session
will be available Ticket

Agent Connection Screen

After clicking on the 'Connect’ button, the TSplus Remote Support Client will run.
The Support Agent is now connected to the End-User's desktop session.

The Agent can take control and troubleshoot independently or collaboratively: multiple Agents can connect to the same
Remote Computer.
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Remote Support - o x
(in] Partager votre écran - Remote S X | + (1541) Establishing connection
(15:41) Connected to relay server.
<« C A Nonsécurisé | 172.29.80.1:9999/share/with/rodney/ticket/4562/name/John (15:41) Rodney has joined the room.
I
Re

Partager votre écran avec Rodne

(154
une
Poul
conr|
lors |
Rodney sauhaiterait commencer un partage de session pi| sui

o) N ticket #4562 http
¥ Support Agent P ng
Démarrage de Rer

Partager votre (154
- Si rien en se passe, téld| (15:4
écran k |

Support et réesssayer.

|
o

Remote Support Langue [ ran| T3P your message here.

Oe oo e #

v

| Bl 2 e pourrecnrcnr

Agent Chat Box

The Agent Chat Box is more than just a way to communicate with the End-User.

(15:41) Establishing connection...
(15:41) Connected to relay server.
(15:41) Rodney has joined the room.

&

i

i
=)

E
@

[

(18

-.'-'

Type your message here...
>‘ .
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It contains vital information and functionality the Support Agent needs, listed below from top to bottom:
Settings

Give the Support Agent the ahility to change settings such as the current Remote Support client language.

2

Send Command

Enables the Support Agent to send the ctrl+alt+del keyboard command or start Task Manager on the Remote Computer.

Change Monitor Displayed

Scrolls through available displays if the Remote Computer uses a multi-monitor configuration.

Enable/Disable Clipboard Synchronization

Controls the Remote Agent's ability enable or disable clipboard functionality between the Agent and End-User PCs.

E

Remote Computer I nformation

Displays OS, Hardware and User Account data from the Remote PC, as configured in Advanced Administrator Settings

®

Participants

Show the participant list of the current session.

Q)
(=Y}

Upload File

© TSplus - www.tsplus.net
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Allows the Support Agent to move files from his support environment to the Remote PC for troubleshooting or repairs.

[

Show Chat

Brings the Chat Box back to the main chat window.
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Administrator Settings - Email

Overview

Once logged in, the Administrator is greeted by a simple set of menus that gives them full control over the support
environment.

dormes Page - T5pius Sameate x4 o a x
© C O kocathont o B oxE :
I ——

L2 REMOTE Admin Settings Agent Accounts Remate Computers

Welcome to TSplus Remote Support

unts for Support Agents using the “Agent Accounts” button

To begin a Remate Support sessian, click on the 'Remate Computers’ button

The first menu item is Admin Settings. Here, Administrators will find 4 sections - Email, Server, Customization and
Advanced.

Emall

Configure the SMTP Client and customize the email content sent to the end-user.
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Help ‘Admin Settings Agent Accounts Session Logs Remote Sessions Remate Computers Hello Benjamin! ~

Settings

Server
i SMTP Configuration

Customization

Hostname
Advanced

Port

25
@) UsessL

Require authentication

Username
Password

Send Email From

Validate SMTP settings

Email with URL template

These templates will be used to generate email sent to the customer when you click on 'Send via email’, to send
them the URL to share their session/computer.

These can be customized using special strings listed below, to retrieve specific values.

To retrieve the URL sent: use %URL%

To retrieve the current agent first name: use %AGENTFIRSTNAME%

To retrieve the current agent last name: use %AGENTLASTNAME%

To retrieve the current agent title: use %AGENTTITLES

To retrieve the product name: use %PRODUCT%

To retrieve the customer name (available only in the share session mail customization): use
%CUSTOMERNAMES

T retrieve the ticket number (available only in the share session mail customization): use
96 TICKETNUMBER%

Share your session using this URL email

Email title

[%PRODUCT%] - Share your session with the support

Email content template
Hi %CUSTOMERNAME,
This is %AGENTFIRSTNAME%% %AGENTLASTNAMES% from %PRODUCT%.
In order to troubleshoot your current issue regarding ticket #%6TICKETNUMBER, we will need to connect to
your computer.

To do so, please click on link below and start sharing your screen.
%URL%

Best regards,
%AGENTFIRSTNAME% %AGENTLASTNAME%

Reset to default

Allow unattended access to your computer using this URL email

Email title

[%6PRODUCT%] - Share your computer with the suppt

Email content template

Hello,

This is %AGENTFIRSTNAME% %AGENTLASTNAME% from %PRODUCT%.

In order to troubleshoot your current issue, we will need to connect ta your computer.

To do so, please click on link below and allow unattended access to your computer for aur support team.
%URL%

Best regards,
%AGENTFIRSTNAMEY %AGENTLASTNAMES%
%AGENTTITLE% - %PRODUCT%

Save

Language

Remote Support
L English (United States) ¥
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Administrator Settings - Server

Overview

Once logged in, the Administrator is greeted by a simple set of menus that gives them full control over the support
environment.

RPN ° o x
P G © keahost o B @ :
_______________________________________________________________________________________________________|]
[ REMOTESURPRPOR Adimin Settings Agent Accounts Remate Computers s Rodney! =

Welcome to TSplus Remote Support

an ereate aceoants for Support Agents using the ‘Agent Accounts” button

To begin a Remate Support sessian, click on the ‘Remate Computers’ bution

The first menu item is Admin Settings. Here, Administrators will find 4 sections - Email, Server, Customization and
Advanced.

Server

© TSplus - www.tsplus.net
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x4 e - o0 x

L C O locabost ¥/ AdminSettingy/Serece b @ :

___________________________________________________________________________________________________________|]
I8 REMOTESURRPOR Admin Settings Agent Accounts Remaote Computers Hello Rodneyt
Settings

Customization

uuuuuuuuuuuuuuu

Choose File | No file chosen

Auto generate SSLTLS certificate

If you did not configure a Domain when installing Remote Support, you can do so now, using an SSL/TLS Certificate
from a Certificate Authority, or using the TSplus SSL Generator.

Certificate Generation

This feature uses Let's Encrypt to provide a free and secure SSL certificate for your HTTPS connections.

Please make sure the following requirements are met:

¢ Your server's domain name must be accessible from the public Internet.
e Your server'sHTTP (80) port must be open and available for Remote Support.

© TSplus - www.tsplus.net 46


https://letsencrypt.org

TS REMOTE TSplus Remote Support - Documentation

Administrator Settings - Customization

Overview

Once logged in, the Administrator is greeted by a simple set of menus that gives them full control over the support
environment.

x 4+ o o x
o B oxE :

L2 REMOTE Admin Settings Agent Accounts Remate Computers

Welcome to TSplus Remote Support

To begin a Remate Support sessian, click on the ‘Remate Computers’ bution

The first menu item is Admin Settings. Here, Administrators will find 4 sections - Email, Server, Customization and
Advanced.

Customization

© TSplus - www.tsplus.net
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Customize End-User Banner - T X 4+ © - o x

€« C @ localhost:9999/AdminSattings/Customization % & oM@

T2 REMOTESUPPORT Admin Settings Agent Accounts Remote Computers.

Settings

Server Customize End-User Banner

Change Image (jpg only) Current End-User Banner:

Advanced ;MM file chosen I;[L% REMOTESURPPORT

TSplus Remote Support

Customize the logo or banner displayed to the end-user during support sessions.
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Administrator Settings - Advanced

Overview

Once logged in, the Administrator is greeted by a simple set of menus that gives them full control over the support
environment.

x 4+ o o *
[ C @ kxalhost o B oxE :
I ——

REMOTE Admin Settings Agent Accounts Remate Computers

Welcome to TSplus Remote Support

The first menu item is Admin Settings. Here, Administrators will find 4 sections - Email, Server, Customization and
Advanced.

Advanced

The Advanced section provides a customizable template for TSplus Remote Support to gather critical Hardware, OS and
Software data from the Remote Computer.

For experienced users only. If you are unsure of how to customize the template, please use the comprehensive default
template provided.
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Remcte Computer information -~ X 4 e - 0 x

€ 3 C O loalhosta99%/AdminSettings/Advanced * & @ :

1
IS REMOTESUPPORT P e e e e et ot e

Settings

Server Remote Computer Information

Customization

Define a template of information retrieved from the Remote Computer.
This information will be visible to the Support Agent

Example of the display result:

Remote Computer Information

Computer
Wrsdws Verson Wiedows 10 Pro 17763 107
ROPVerson 100177521 (WinBukd 160101 08001
Computer Name  DESKTOP LHESUIE

Rewgon ]

Fll pertiame  DESKTOPAHESUIE ackmn

Suppen
QertVemon 01415
Remote Computer Information Template

[Computer]
Windows Version = {Registry|HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Windows
NT\CurrentVersion|ProductMame} {Registry|HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion|CurrentBuild) {Registry]HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion|UBR}

ROP Version = (F jon*CAWi ysnati I}

Computer Name= {Environment|MachineName}

= ¥ ¥ ight}

Full UserName = {Envir i

[Remote Suppart]

Client Version = {FileLine|1|RemoteSuppart-version.tit}

Overview

The template file is similar to an ini file.
Each section matches with a information section, and is represented with brackets - []
ex; [Computer] - will create a section named "Computer”

In each section you will be able to define multiple key value pairs using the syntax
key_name1=key_valuel
key_name2=key_value2

Special key value syntaxes

* Toretrieve registry key values: use (Registrylyour_key: locationlyour_key_name).
for example: {Registry|HKEY_LOCAL MACHINE\SOFTWARE\MicrosoftiWindows NT\CurrentVersion|ProductName}

® To retrieve windows envirenment variable values: use (Environment|your_environment_variable_name).
for example: {Environment[COMPUTERNAME}

To retrieve the version of a specific file: use {FileVersion|"path\to\your\file’).
for example: {| |"C: y "}

To retrieve the content of a specific line of a file: use {FileLine]the_line_number|"path\to\your|file’).
for example: {FileLine|1[RemoteSupport-version.tet)

.

Ta retrieve the value of a key in a section of a specific ini file: use
finilpath\to\your\filelini_section_namelini_section_value/.
far example: {Ini|C:\Program Files (x86)\TSplus\UserD: P i lic|Produc

Nete: Compound special expression is possible.
for example: your can reirieve a path of @ .ini file from a registry key, and get o value of a specific key with;
{IniliRegistry|HKEY_LOCAL MACHINE\SOFTWARE\Digital ir D icense.lic|Main|Computer!DF

TSplus Remote Support
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Administrator Password L ost

|ssue
After installing and configuring TSplus Remote Support, administrator cannot remember his account username and/or
password.

No other user having the administrator role, global settings cannot be changed and agents account cannot be managed
anymore.

Fix Overview

Y ou can create a new administrator account by editing arecord in T Splus Remote Support internal database, thus forcing
the product to go through its post setup configuration step and asking for detailsin order to create a (new) administrator
account.

Please understand that after the record has been changed in the database, any visitor browsing to T Splus Remote Support
Web Portal will have the opportunity to create an administrator account. Only the first visitor validating the form will
create an administrator account.

We highly recommend you disable public access to your TSplus Remote Support portal before following the steps
below, for instance by enabling afirewall.

Resetting to post-install step

Download and install an SQL ite database editor, for instance SQL ite Studio.

Run the SQL ite database editor and open T Splus Remote Support internal database, usually located at this location:
"C:\Program Files\RemoteSupport\webportal\remotesupport.db".

Open the "settings' table:

# SQLiteStudio (3.2.1) - [settings (remotesupport)]
"] Database Structure View Tools Help
¥ EERE B BEER 4 s | B B & d b B & & am vy ¢ o8 U =5 &

Databases B X| Stuctre Data  Constraints  Indexes  Triggers  DDL

Grid view Form view

v & remotesupport (sQlte - we w5 oy | 7
o o B 6-e B BG:88 & K& & Tr v Total rowsloaded: 4

Tables (@)
| pictures id name value

1 ticket_url_template https://support.remotesupport.net/a/tickets/{TICKET}

3 defaultsharerinfostemplate [Computer]Windows Version = {Registry|HKEY_LOCAL_MACHINE\SOFTWARE WMicrosoft\Windows N.
4 version 4

5 issetupdone ves

roles
| rooms

[ userrole

-
B
g
2
Tone

= users
EF Views

L ocate the row with the "name" value at "issetupdone” - it should have the "yes' value.
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Replace this "yes' by a"no":

& SQliteStudio (3.2.1) - [settings (remotesupport)]

| Database Structure View Tools Help

XU BERBRE B OER 7« @@ @ BEBE ISR A R H LIBODESSF
Databases & X Structure Data Constraints Indexes Triggers DDL
Filter by name Grid view Form view
v %r_elni:;i:p?: satie3) a -8 B o000 & XX a T+ Totalrons loaded: 4
> |7 pictures id name value

| roles 1 1 ticket_url_template https://support.remotesupport.net/a/tickets/{TICKET}
2 3 defaultsharerinfostemplate [Computer]Windows Version = {Registry |HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows N...
3 4 version 4
userrole 4 5 issetupdone |

| users

[ views

Click on the green mark toolbar button to "commit” (i.e. apply) this change in the database:

# sqliteStudio (3.2.1) - [settings (remotesupport)]

|[7] Database Structure View Tools Help

mom m == p e B D % we ”A plioe = 5
U BERER B EERB &7 « & ¢ 5 B B B8 A& E ) en 2 00 = &
Databases & X Stuctwre Data  Constraints  Indexes  Triggers  DDL

Filter by name Grid view  Form view

v & (SQlite 3) - — R— R— > . -
& remotesupport a - B E:0 68 & X X & [Firdata T ~ Total rows loaded: 4

v [ Tables ©
7] pictures id name ommit (Ctrl+Return)

roles 1 ticket_url_template https://support.remotesupport.net/a/tickets/{TICKET}
rooms 3 defaultsharerinfostemplate [Computer]Windows Version = {Registry |HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows N...
séhigs 4 version 4
userrole 5 issetupdone o |
|E= users
[EF Views

Creating a new Administrator account

TSplus Remote Support is now back at its post-install step.

Browse to TSplus Remote Support Web Portal home page: it will display the same form displayed after the first
installation on the server:
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;[L%‘ REMOTESUPRPPORT

Finalizing installation..

We need to set up your first administrator account

Please fill in the required
information below.

Username

First name

Last name

Title

Email

Password

Please enter the details to create a new administrator account.

Log in
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