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Enabling HTTPS (SSL)

Follow the steps below in order to enable HTTPS (SSL) for the ServerGenius administration website and agents endpoint.
As aresult, administrators and machine agents will be able to access ServerGenius using the configured HTTPS port.

Please note that enabling SSL support for ServerGenius does not prevent administrators and machine agents from
accessing ServerGenius using the current HTTP port configured (default is 7777 for administration website). Therefore,
thereisno need to reconfigure machines already monitored by Server Genius!

Summary

Regquirements
Open Certificate Manager

Import certificates

Find the certificate thumbprint

Register SSL certificate for ServerGenius
Configure ServerGenius SSL port

Restart ServerGenius

Requirements

¢ Please make sure you have administrator privileges on the server where ServerGeniusisinstalled.

e Enabling SSL support for ServerGenius requires avalid certificate, with the following details:

o The certificate's Issued To or Alter nate Subject Name should specify the ServerGenius website's domain
name (i.e. servergenius.mycompany.com) or the server name (i.e. COMP-SRVRO01)

o The certificate's purpose should be Server authentication

o The certificate must contain the private key

o If the certificate is not validated by atrusted certificate authority (CA) already installed in ServerGenius server,
then the CA certificate is also required. Usually, the CA certificate is required when the certificate is a self
generated certificate.

e The password for the private key of the certificate and the CA certificate, if applicable, are required for the
following steps.

Open Certificate Manager
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Loginasaloca administrator on the server where ServerGeniusisinstalled. Then, from the Windows task bar, click on

Start. Then, click on Run....

== Type the narne of a prograrm, folder, document, or Internet

resource, and Windows will open it foryou.

Open: Im

[

B This task will be created with adrministrative privileges.

Ok

Cancel

Browse,.,

A window opens and prompts for a program executable name. Type mmc.exe and click OK.
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= Consolel - [Console Root]
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Exit

The Microsoft Management Console (MMC) opens. Click on File and then click on Add/Remaove Snap-in to choose the
feature to manage.

Add or Remove Snap-ins

Vou £an ssdack snap-ins For this console from those availabls on your computer and configuea the seected set of snap-ins. For
exberpsble snap-ins, vou can configure which extensions are enabled.
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Folder Merosoft Cor. ..

[ Group Policy Ciject .. Morosoft Cor...
-%]F Sacurky Monkor Mcrosoft ok,
ooy 1P Securky Policy M., Morosoft o,
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& ool Users and Gro... Mirosoit Cor... 2] %
Desoription:
The Cerdificabes snap-n alows pou ko browie Lhe conlants of Lhe cerbhcsle shores hor oursel, & seriie, or 4 compuler,

o | cana |

Inthelist of Snap-in, choose Certificates and then click on Add. The snap-in is added to the Selected snaps-ins column.
Then, click OK.
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Certificates snap-in |

This snap-n wil abeay: manage cerbficates for:
" My uzer account
" Service account

{* Computer scoount

¢ Back I Mest » I Cancel

In the dialog that appears, select Computer Account, then click Next.

select Computer | x|

Select the computer pou wank this shapdn bo manags,
— Thiz snagein will avwaps manage:
(% Local computer: [the computer thiz conzale is nnning an)

" Another computer, I Browse.. I

™ &low the selected compuber to be changed when launching from the command fne. This
only applies § you save the console.

< Back I Finizh | Cancel

Choose Local Computer and click Finish.
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Adid or Remove Snap-ins

ol can select snapeines for this consoke from thoss swvailsble on wour computer and configure the sejscted st of snapers. For
el s, you oan oanligure which exbansions are enabled,

Available sniom-ins: Selected snap-ins:

Sapn | srervdor - I Corsols Rook Fiik Exbansions, .,
- Activad Conknd Mol Cor.,, ﬂ':s'lii.:l'm ilacal Compular]
w.tl'cr zation Mansger  Micosoft Cor ., REfi

Ll Certfcates hcrosoft Cok

i Commponent Servioes il Do, oue Lo

LD Computer Managem, ., Micosoll Cor,,

Lrerwize blareoer Hiorosoft Cor .. e [
5§ Dusk Management microsaft and. .
18] Evant Wiasanr ticrncft Ok,

Folder Hicrosall Cor.,,

12 Group Policy Choedt .. Microsoft Cor .,
e secudy Moniter Microsoft Cor
B 1P sy Policy Ma,, Micosoft Cor,

Lk o Wiel Address Mirosafl Cor,,

& cdd esrs and Gro.. Micosoft Cor . j LI
Derscriphion:

The Carbfeates snsp-n aliows vou bo brosss the conkents of the cerbficate stores For voursslF, & ssraze, or & cofmouser.

Click OK to proceed with importing the certificates.

Import certificates

= Consolel - [Console Root'Certificates (Local Computer)'Personal]

Gy Fle  Action  View Favorkes Window  Help
e xm 0] o= B

_ Console Rook Object Type
B ﬂ Certificates (Local Computer)

Personal

Trusked Root Certification Autharities
Enkerprise Trust

Intermediate Certification Autharities
| Trusted Publishers

| Unkrusted Certificates

| Third-Party Root Certification Authorities
Trusted People

Remote Desklkop

Certificate Enrollment Requests
Srnark Card Trusted Rooks

Trusted Devices

+ [+ [# [#

[+ [+ [+ [+ [+

In the MM C window opened in the previous section, drill down to Certificates (L ocal Computer) and Personal.
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P consolel [Console Root' Certificates (Local Computer)' Personal]

E File = fckion Wiew  Favaorites  Window  Help

4= =) Find Certificates... "JIEa
| Cons Find Certificates. ..
= Ll C
E Mew Window from Here Request Wew Certificate, .,
Impart. . .
e Taskpad View...
1+l Advanced Operations b
REFrﬂ.‘ TUTTORES
| Export List. ..
& Hel
P Authorities

# [ Trusted People

[# | Femote Deskiop

| Certificate Enrollment Requests
[# | Smart Card Trusted Roots

[+ | Trusted Devices

From the Action menu on the command bar, select All Tasks and then click on Import....

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

|
o i This wizard helps youw copy certificates, cartificate trust
/ v”ﬁJ lists, and certificate revocation lisks From yvour disk to 2
o certificate store,
A certificate, which is issued by & certification autharity, is
& confirmation of your identity and contains information
used ko protect data or bo establish secure nebwork
connections, & certificate store is the system area where
certificakes are kepk.

To contirue, click Maxt.

< Bacl Mexk = Cancel

The Certificate Import Wizard opens. Click Next to continue.
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Certificate Import Wizard

File to Import
Specfy e file you wart bo irport,

File name:

Erowse. . I

Moke: More than ore certificate can be stored in a single file in the Following Formats:
Personal Irformation Exchange- PECS #12 (PR, PLE)
Cryphographic Massage Svntax Standard- PKCS #7 Certificates { P7B)
Microsoft Serialzed Certificate Share (L 55T)

Learn maore about cartificats File formats

« Back, | Mesk = | Cancel |

In this step, Click on Browse to find the cerficate. Then, click Next to continue and import the selected certificate. On the
next screen, enter the password you chose for the certificate.

Certificate Import Wizard

File to Import
Specty the fle vou want ko import.

File name:
| i UszrsithomasiDeskhopl CertFicates), Jork Browse. ..

Mote: More than one certificabes can be stored in 3 angle file in the Follbwing Formats:
Personal Information Exchange- PECS #12 (PFA,.PL2)
Cryphographic Message Synkax Standard- PECS #7 Certificates (. F7E)
Microsoft Serialzed Certificate Store (L 55T)

Learn mare about cattificate file formats

< Back Mk > Cancel

Click Next to continue.
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Certificate Store
CertFicate stores are system areas where certificates are kept.

Windaws can automabically select & certificake store, of wou can specfy a lacation For
the certificate.

7 Automaticaly select the certificate store based on the bype of certificate
% Place al certificates in the folowing store
Cettificate store:

Perzonal Browsa. ,. |

Learn mare about certificabe stores

« Back, Mesk = Cancel |

Choose Place all certificatesin the following store. Verify that the selected certificate store is Per sonal, then click Next.

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be mporbed after vou dick Finish,

":__V ‘o have specified the following settings:

Certificate Store Selected by User RS EE]]
Content Certificata
File Name C:iUsersithomasi Des

« Back, Firiish Cancel

Click Finish to import the certificate.
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Certificate Import Wizard

Iol The import was succasshu,

o ]

Note:

If you need to import a CA authority certificate, repeat the import procedure above for the CA certificate.

Find the certificate thumbprint

= | twessle ] - [ oresole Bost' et ates (Local Computer ¥ Personal s Cedilicates]
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= Trgtnd Pubicnars
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e cortifiatn

From MMC, right-click on the certificate and click Open.
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Certificate El |

General | Details | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose{s):

* Ensures the identity of a remote compuker
* Proves your (dentity bo & remote compuker
« 2 2353.140.1.2.1
*1.3.6.1.4.1.44%47.1.1.1

* Refer ko the certification authority's statement For details,

Issuedto: ~ -

Issued by: Let's Encrypt Authority X3

valid from 1/ 10/ 2018 to 4/ 10/ 2018

| Issuer Stakement I

Learn more about Zertificates

(0] 4 |

The certificate's details are displayed. Click on Details tab to display the certificate's properties.
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Certificate El |

‘General Details |EertiFicEﬁ:|n F‘ath]

Show: [::F'.Il:b ﬂ
Field | Walue | :J
:1._._' Buthority Key Identifier KevlD=ad 4apan3 04 7ddd ...
(&1 sutharity Information Access  [1]Authority Info Access: Acc..,
E;._ Subject Alkernative Mame DMS Mame= . LD
:4:._._' Cestificate Policies [1]Certificate Policy:Policy Ide...
r Key Usage Digital Signature, Key Encipher, .,
|= _'Eia‘sic Zonstrainks Subject Type=End Entity, Pat...
r Thumbprint algorithm shal
[ | humbprint 11d66deb 3l 4a3b 04 1Ffc .,

11 de Bd &b ab

75 BY 04 dS

31 43
dl 8h

Edit Properties. .. |

04 1f fc £8 c0 ad 72

Copy ba File, .. |

Learn more abouk certificats datails

Copy the value of the Thumbprint property for the next steps.

Register SSL certificate for ServerGenius

From the administrative command line, type the following to set up the SSL binding to ServerGenius, and specify the

appropriate port:

netsh http add ssl

cert

i pport=0.0.0.0:7778

cert hash=7??11d66d6b314a3b041f f cf 8c0ad72758704d5d18b appi d={ 35c57165- b326- 49b5-

9346-f 4e2cf 7f 2353}

=+ |Adminkstrabar: Conmand Prompt

= ¥
AL FF e BcBad?

BEL Certifica

y added

5

pport=A.A. 0 F
PIRL—hI2h—1%

The above command line takes the following parameters:

¢ ipport definesthe IP address and port which should be configured for ServerGenius. By default, we suggest to

use port 7778.
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o certhash identifies the certificate by its thumbprint, found in the previous section.

o appid specifies the application ID. ServerGenius application ID is 35c57165-b326-49b5-9346-f4e2cf 7f2353.

For Windows XP and earlier:

If your ServerGenius server is running under Windows XP or an earlier Windows release, the command netsh won't be
available. use the httpcfg command instead as below:

httpcfg set ssl /i 0.0.0.0:7778 /h 11d66d6b314a3b041f f cf 8c0ad72758704d5d18b /g
"{35c57165- b326- 49b5- 9346- f 4e2cf 7f 2353} "

Configure ServerGenius SSL port

ﬂk | 1 = LonalDisk [C2) = Program s (eB) - DS Tocks = ServerGenius - * |53 | search ServerGenus =)
Organise *  Indude inlbrary *  Sharmwith * Mew foldar =+ |l 8
B Hame [ebe mockied | ipe Siem | |
B Dechiop cers 1zjz0faolT 543 M Fle folder
& Dosninads [ A H13PH P fokder
< Rece Picts pasg 120007 %52 AN Fle fokdes
= Liraries stic 1zjz0fa0s 530 oM Pl folder
¥ Documerts et HEEOLE BAT AM Fle Tkl
o Music | config.json ZEZNZOLE S AN XS0 Fle LEa
] Pichures =] boeres 12J20H0LF 544 0 Licerse Lkd
B vdecs %) boagedret il AT 7206 P Appication axtanson 277 KA
=& Mano. Seonty.dl WIBZOLE T30 AN Apphcshion extenson 292 KB
T Compuber =
% Mewt preoft, Jeonodl BILEZOLY 157 PH Fpphcshon sxtermm SE7KE
apT— | Moageal Al OIIEZOLE TE0AM  Apphoabion exterson A0z K
M rzm e 21812010 H19 P Apphcshion T ED
& Mol acte Comel 100G (08 P Apphcabion sxtefmon S
SenveGenius. cee 2i1D20LE 525 P Apphcabion 453
_,". Saryerizenns. e, onfig 22000 419 PH #HL Configuration Fle ]
Sl .o AFFELA 419 P Do IR
) ServerGenusCommon.dl 2i15j20L8 5125 FH Applcakion exterson 5 KB
Sarearenuslauche: scn AR08 S:ba PH Apphcsbon 1,300 K5
| unins0on. dat ZIUZOLE S AN DATFie &1 EE
urns 000, & ZENZOLOMIL A Appheshon 1440 KD
| uns 0. iveg IEE0LE S0 AN MG Fl R
| 21 items
I

Open Windows File explorer and navigate to ServerGenius setup directory. By default, the ServerGenius setup path is
the following:

C:\Program Fil es (x86)\ RDS- Tool s\ Ser ver Geni us

Then, open the file config.json and specify the SSL port (e.g. 7778) as the value of the SslPort property.
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Note: in order to disable SSL for ServerGenius, rollback the changes by setting the SslPort property's value to 0 and

then restart ServerGenius.

H

"PoEE®: 77T,

"53=1Pore':77Ta,

FEey": "WeHDgOIeKJge 1¥EQodvx rv0SpLECQGEDT |
" idminUsernatwe ™ : "admin® ,

"idminPassword™: "admin™,
famtpUsername™: "™,

"SmmtpPasswvordt e,
"SmtpHost":"localhost" .
"SmtpPort™:2 5,

"EmailZender”: "reportingd localhose

Restart ServerGenius

From the administrative command line, type the following to restart ServerGenius service:

net stop ServerCGenius &% net start Server Geni us

ServerGenius is now configured to use SSL (HTTPS).

© TSplus - www.tsplus.net

13



