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PLUS

Advanced - Ransomware Settings

The Ransomwar e tab allows you to configure the snapshot properties and define ignored file extensions for the
Ransomware Protection feature.
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Snapshot Path: Define the directory where Ransomware Protection stores file snapshots.
Default value is: C:\Program Files (x86)\T Spl us-Security\snapshots

TSplus Advanced Security - Edit Setting >

Snapshot Path

Description:

Snapshot Path defines the directory where Ransomware
Protection stores file snapshots. The specified directory must
exist, Default value: C\Program Files (x26)\TSplus-Security
“snapshots

Save Cancel
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Ignored Extensions: By default, Ransomware Protection ignores well-known extensions of temporary files for
ransomware activity. Seethelist here. Y ou can define custome extension names on the value field (semicolon separated):

TSplus Advanced Security - Edit Setting

Ignored Extensions

Description:

Ey default, Ransomware Protection ignores well-known
extensions of temporary files when looking for ransomware

activity. This setting allows you to define custom ignored
extensions. (semicolon separated)

Value:

Save

Cancel

File Snapshot M ax Size: File Snapshots Max Size defines the maximum space allowed to retain file snapshots.
The size is expressed in percentage of total available space on the disk where Snapshot Path resides.

TSplus Advanced Security - Edit Setting

File Snapshots Max Size

Description:

File Snapshots Max Size defines the maximum space allowed to

retain file snapshots. The size is expressed in percentage of total
available space on the disk where Snapshot Path resides.

Value:

Save

Cancel

File Snapshot Retention: File Snapshot Retention defines, in seconds, the retention policy of afile snapshot.
Once the retention period has ended, the file snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)
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TSplus Advanced Security - Edit Setting

File Snapshot Retention

Description:

File Snapshot Retention defines, in seconds, the retention policy
of a file snapshot., Once the retention period has ended, the file
snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

Value:

Save

Cancel

Registry Snapshot Retention: Registry Snapshot Retention defines, in seconds, the retention policy of aregistry
snapshot.

Once the retention period has ended, the registry snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

TSplus Advanced Security - Edit Setting
Registry Snapshot Retention

Description:

Registry Snapshot Retention defines, in seconds, the retention
policy of a registry snapshot. Once the retention period has

ended, the registry snapshot is deleted. By defaut, 300 seconds
{i.e. 5 minutes)

Value:

Save

Cancel

Allowed Power Shell and CM D scripts. Allowed PowerShell and CMD scripts lists the compl ete file paths of the
PowerShell and CMD scripts alowed to be executed on the machine.

The execution of allowed scripts won't trigger the Ransomware protection (semicolon separated).
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TSplus Advanced Security - Edit Setting
Allowed PowerShel and CMD scripts
Description:

List here the complete file paths of the Powershell and CWD

A
scripts that you would like to execute on this machine
[semicolon separated).

L 4
Walue:

C:xUsers'usermycustomscript ps1;C:\Users\usertanaotherscript bat

Save

Cancel

© TSplus - www.tsplus.net



