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The Ransomwar e Protection tab allows you to configure the snapshot properties and define ignored file extensions for
the Ransomware Protection feature.

TSplus Advanced Security - x

ADVANCEDSECURITY [ISSUE]
Language English
Dashboard () Backup / Restore

Firewall & Whitelisted Users

4, Product Name Value

© Sessions %) Geographic Protection Snapshot Path C\Program Flles 86\ TSplus-
& Bnieforos Protection
[oz)

Ignored Extensions
File Snapshots Max Size 1
Ransomware File Snapshet Retertion 300
Registry Snapshot Retention 300
Display Detection Alett Yes
Alowed PowerShel and CMD scripts

Settings

License

(%) User Guide Version7.1820 Permanent License Activated - Uimate Protection edition. |

Snapshot Path: Define the directory where Ransomware Protection stores file snapshots.
Default valueis: C:\Program Files (x86)\T Splus-Security\snapshots

Ignored Extensions: By default, Ransomware Protection ignores well-known extensions of temporary filesfor
ransomware activity. See thelist here. Y ou can define custome extension names on the value field (semicolon separated):

File Snapshot Max Size: File Snapshots Max Size defines the maximum space allowed to retain file snapshots.
The size is expressed in percentage of total available space on the disk where Snapshot Path resides.

File Snapshot Retention: File Snapshot Retention defines, in seconds, the retention policy of afile snapshot.
Once the retention period has ended, the file snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

Registry Snapshot Retention: Registry Snapshot Retention defines, in seconds, the retention policy of aregistry
snapshot. Once the retention period has ended, the registry snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

Display Detection Alert: Display an alert message window on user's desktop when Ransomware Protection has detected
and stopped an attack.

Allowed Power Shell and CM D scripts. Allowed PowerShell and CMD scripts lists the complete file paths of the
PowerShell and CMD scripts alowed to be executed on the machine
The execution of allowed scripts won't trigger the Ransomware protection (semicolon separated).
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