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TSplus Advanced Security - Getting Started

Prerequisites

TSplus Advanced Security requires the following prerequisites.

o Operating system: Microsoft Windows version 7, Service Pack 1 (build 6.1.7601) or Windows 2008 R2, Service
Pack 1 (build 6.1.7601) or higher.

The following prerequisiteswill be automatically installed by the setup program if missing:

e Runtime: .NET Framework 4.5.3 or higher

o Microsoft Windows 7 SP1 and Windows 2008 R2 SP1 require an additional update to support SHA2 Cross
Signing (KB4474419). This update allows TSplus Advanced Security built-in firewall and ransomware protection
to run properly.

Please refer to the documentation for more details about prerequisites.

Step 1: Installation

The latest TSplus Advanced Security setup program is aways available here: Latest TSplus Advanced Security setup
program. Please download the setup program and follow the setup assitant wizard.

TSplus Advanced Security setup programe does not usually require to reboot your system to complete the installation.

Any new installation starts afully featured trial period of 15 days. Please do not hesitate to contact us should you face any
hurdle or if you face any issue will configuring T Splus Advanced Security.

Once the installation has completed, anew icon is displayed on your Desktop. Double-click on thisicon to open TSplus
Advanced Security and start configuring the security features.

Please refer to the documentation for full installation instructions.
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Step 2: Configuring TSplus Advanced Security

Y ou have launch T Splus Advanced Security and begun configuring features to protect your server from malicious
activities and enforce strong security policies.

W TSplus Advanced Security - 6.2.5.17 — X
& Expert Mode
J 2 ADVANCED - Ultimate Protection
(@) Help English -
£ RANSOMWARE PROTECTION PREVENTED THREATS
® Ransomware Protection is disabled. ﬂ This feature is not enabled
4
ﬁ Start the learning period (detected apps will be added to program allow list). h 0IF address blacked

@ This feature is not enabled
x BRUTEFORCE DEFENDER

@ Defense against bruteforce attacks enabled

o= Manage blocked IP Addresses Q See all events
® HOMELAND ACCESS PROTECTION LICENSE
® Connections allowed from anywhere @ Trial License 15 days

+ Addyour country

[ PERMISSIONS (© WORKING HOURS i SECURE DESKTOPS [Je=npPoINTS

On the left column, the homepage allows a quick access to configure the Ransomware Protection, Bruteforce Defender
and Homeland Access Protection features.

Start Ransomware Protection's learning period to allow Advanced Security to identify legit applications and behaviors on
your system by clicking on the following tile:

@ Start the learning period (detected apps will be added to program allow list).

Bruteforce Defender is usually up-and-running following installation. Otherwise, click on the Repear defense against
brutefor ce attacks tile to resolve issues and applys the required system configuration. By default, this feature blocks
attaguants following 10 failed login attempts.

x BRUTEFORCE DEFENDER
® Windows Logon Audit is MOT Enabled - Logon Failures are NOT Monitored

% Repair defense against bruteforce attacks
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Finally, add your country in the list of authorized countries from where clients are allowed to connect. Click on thetile
Authorize connections from another country and add your country to configure Homeland Access Protection

® HOMELAND ACCESS PROTECTION

I\! Connectians restricted to selected countries

+ Authorize connections from another country

You are al set! Don't forget to activate your license and to update to the latest version to keep Advanced Security
protection at its best!

Step 3: Reviewing prevented threats

Now that you have configured Advanced Security key features, prevented threats will be reported in the prevented threats
section, as show below:

PREVENTED THREATS
E This feature is not enabled
0 IF address blocked

673 remote accesses denied since 05 mai 2022 22:40:16

CloudSaurce IP Protection protects your computer against 614 3458 885 IP
addresses,

®@ © X

Q See all events

For example, Homeland Access Protection feature has prevented 673 unwanted connexions from unauthorized countries.

Also, the Hacker |P protection keeps the machine protected against known threats by blocking more than 600 000 000
known malicious | P addresses.

All the security events can be displayed by clicking on the See all eventstile.

Step 4. Leveraging other security feature to enhance protection

At the bottom, four other security features can be accessed and configure to enhance your machine's protection.
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¢ Adjust and monitor access privileges on your local filesystems, printers and registry keysto ensure every user has
access to relevant resources, with the Permissions feature.

o Define period of time where users are authorized to login with the Working Hours feature. Userswill be
disconnected passed their allowed working hours.

e Customize and secure user sessions with the Secure Desktop feature. Customize, hide, deny access from items of
the session interface for local users.

¢ Validate the name of the remote client when a user connects to your machine with Endpoint Protection. This
feature validates client machine names for each remotly connected user.

Thereismore! Switching to advanced mode grant you access to more capabilities.

Step 5: Becoming an advanced user
Advanced Security has changed itslook since version 6. A Lite Mode and an Expert M ode have been introduced.
Expert Mode displays a more detailled interface with access to features and advanced settings.

Administrators can toggle between the two interface styles by clicking the button in the upper-right corner of the
application.

U TSplus Advanced Security - 6.3.5.16 [_ O[]
- _______________________________________________________________________________________|

%Expell Mode
@ el English

42 ADVANCED - Ultirnate Protection

Thank you for using TSplus Advanced Security!
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